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U 1]+]5] [I]+[S]+0
o(A) = name(A)+ “@I”—I—Z name(Q);)+ “QS” + Z name(Q); )+ Q0"+ Z name(Q);)
= i=|1[+1 1=[I|+|S|+1

m(A) = Pearson(c(A))

2-bytes Pearson hash with custom lookup table

def __init_ (self):
self.table = [ \

29, 186,

\
\
\
\
\
\
\
\
\
\
\
\
\
\
\
\
\
\

def hash_key(self, key) —> int:
hashLen — 2
result — 0
j range(hashLen):
h = self.table[(ord(key[0]) + j) % 256]
i range(1, len(key)):
h -~ self.table[(h = ord(key[i])) = 256]
h = self.table[(h = len(key)) * 256]
result (result 8) h
result
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Operator Setting Output Input Type

1

GPIO |=9| Pin Number

Enum

Pin Out

Output Pin Bool

llllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllll
d

*
*
llllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllll

o(Input Pin) = “Input Pin@SEnum>Number@0Bool”
o(Output Pin) = “Output Pin@IBool@SEnum>Number”

m(Input Pin) = 19218
m(Output Pin) = 57372
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Operator Setting Output Input Type
1
GPIO [=p| Pin Number Enum
Input Pin re——t Number
Output Pin Pin Out Bool

llllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllll
d

*
*
llllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllll

o(Input Pin) = “Input Pin@QSEnum>Number@0Bool”
o(Output Pin) = “Output Pin@QIBoolQ@SEnum>Number”

ﬂ-(]np ut PZTL) — 19218\’ Stored in the embedded reasoner
W(OUtPUt PZTL) — 57372mand referenced in the task ontology
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! 1
! '
! [
i
: EON Evaluati -
vaiuation

i . .

. void inputPin(OpInstance &opInst)
' Reader/Writer Core
! opInst.output(@) = digitalRead((int)opInst.setting(@)) == HIGH;
i
i
1 void outputPin(OpInstance &opInst)
i
; Functions ' digitalWrite((int)opInst.setting(@), (bool)opInst.input() ? HIGH : LOW);
' Module
1 void (*m_operators[])(OpInstance &) =
i
| &inputPin,
i ‘ S&outputPin Code auto-generated
l s s s s == S E R E R R - ; by SciVi for

MotherNodeID m_operatorsTableLen = 2;
ESP8266

MCU MotherNodeID m_operatorsTable[] =
o
-

Hardware 23 19218,
24 57372
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| Application Ontology _:;_>Data Flow Diagram :

E (created by knowledge engineer) , , (created by user) :

: Operator Setting Output Input Type : : :

: T T : E Input Pin !

, GPIO |—> Pin Number Enum . : Pin In (OUtpUt Pin ,

; : E Pin Number: ( DO v) Pin Number: ( D1 ) |

: Input Pin |—> Pin In Number : : ) ’ Pin Out :

- e L Task Ontology :

'{ —is_a — has — base_iype (auto-generated by SciVi) :

" s ' : —— :
E ESP&8266 Inst :
: Output Input E
: Input Pin |—> Pin In Pin Out <—| Output Pin :
E Input Pin Inst I—} Pin In Inst ‘—} Pin Out Inst <—| Output Pin Inst E
: zs—aw—znstance ................... has .................... zs-used ................................................ E

.
-----------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------
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Application Ontology : : » Data Flow Diagram
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E Operator Setting Output Input Type E E E

E T T E E (Input Pin E

: GPIO |—> Pin Number Enum : : Pin In (OUtpUt Pin ) :
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: Input Pin |—> Pin In Number : : ) ’ Pin Out :

e . Task Ontology ‘:

: —pp- 1S =P has =P base itype | E E (aUtO'generated by SClVl) E

" ---------------------------- ------------------------------ ' : —— E
E Embedded Ontology ‘ ESP8§266 Inst
. (auto-generated by SciVi; 20 bytes only) ~ :
" . " Outpu Inpu I
. { 0x01, 0x01, 0x00, OxO2, L F £ ;
E @X@@ ’ @X@G ’ @X@ 1 y @X@O y : : Input Pin |—> Pin In Pin Out <—| Output Pin :
E Ox00, 0x02, 0x00, 0x01, : E t t t t :
: ®X4 b GX 1 2 @X@ 1 @X@@ : : Input Pin Inst I—} Pin In Inst ‘—} Pin Out Inst <—| Output Pin Inst :
E Qer ’ QX 1 C ’ QXQZ ’ @X@O } E E .... _}zs-aqzs—mstanceqhas ..... _» zs—used E

--------------------------------------------------

K. Ryabinin, S. Chuprina | SPBU, PSU, UH | Semantic Hashing to Remedy Uncertainties in Ontology-Driven Edge Computing



Generation of Task Ontology 10/15

Application Ontology : : » Data Flow Diagram

(created by knowledge engineer) : (created by user) ;

E Operator Setting Output Input Type E E E

E T T E E (Input Pin E

: GPIO |—> Pin Number Enum : : Pin In (OUtpUt Pin ) :

E : E Pin Number: CDO ‘D Pin Number: <D1 \D E

: Input Pin |—> Pin In Number : : ) ’ Pin Out :

e . Task Ontology ‘:

: —pp- 1S =P has =P base itype | E E (aUtO'generated by SClVl) E

3 ---------------------------- ------------------------------ ' : p——— E
E Embedded Ontology ‘ ESP8§266 Inst
. (auto-generated by SciVi; 20 bytes only) ~ :
" . " Outpu Inpu I
. { 0x01, 0x01, 0x00, OxO2, L F £ ;
E @X@@ ’ @X@G ’ @X@ 1 y @X@O y : : Input Pin |—> Pin In Pin Out <—| Output Pin :
E Ox00, 0x02, 0x00, 0x01, : E t t t t :
: 0X4 b @X 1 2 @X@ 1 @X@@ : : Input Pin Inst I—} Pin In Inst ‘—} Pin Out Inst <—| Output Pin Inst :
E Ger ’ QX 1 C ’ QXQZ ’ @X@O } E E .... _}zs_a_>zs_mstance_>has ..... _» zs—used E

--------------------------------------------------

K. Ryabinin, S. Chuprina | SPBU, PSU, UH | Semantic Hashing to Remedy Uncertainties in Ontology-Driven Edge Computing



Generation of Task Ontology 10/15

Application Ontology : : » Data Flow Diagram

(created by knowledge engineer) : (created by user) ;

E Operator Setting Output Input Type E E E

E T T E E (Input Pin E

: GPIO |—> Pin Number Enum : : Pin In (OUtpUt Pin ) :

E : E Pin Number: <D0 ‘D Pin Number: <D1 \D E

: Input Pin |—> Pin In Number : : ) ’ Pin Out :

e . Task Ontology ‘:

: —pp- 1S =P has =P base itype | E E (aUtO'generated by SClVl) E

3 ---------------------------- ------------------------------ ' : p——— E
E Embedded Ontology ‘ ESP8§266 Inst
. (auto-generated by SciVi; 20 bytes only) ~ :
" i Outpu Inpu i
. { 0x01, 0x01, 0x00, OxO2, : F £ ;
E @X@@ ’ QXGG ’ @X@ 1 y QXQO y : Input Pin |—> Pin In Pin Out <—| Output Pin :
E Ox00, 0x02, 0x00, 0x01, : E t t t t :
: 0X4 b @X 1 2 @X@ 1 @X@@ : : Input Pin Inst I—} Pin In Inst ‘—} Pin Out Inst <—| Output Pin Inst :
E @XeQ ’ @X 1 C ’ QXQZ ’ @X@O } E E .... _}zs—a#zs—znstanceqhas ..... _» zs—used E

--------------------------------------------------

K. Ryabinin, S. Chuprina | SPBU, PSU, UH | Semantic Hashing to Remedy Uncertainties in Ontology-Driven Edge Computing



Collisions of Semantic Hash 11/15

Collision Danger:
2-Bytes Hash
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1. Reasoner sends its operators' lookup table
(set of Pearson-hased signatures of operators)
and MDS5 hash
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2. SciVi server searches operators with corresponding hashes
In the application ontology

3. If at least one operator has no correspondence, compatibility check is failed
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(set of Pearson-hased signatures of operators)
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2. SciVi server searches operators with corresponding hashes
In the application ontology

3. If at least one operator has no correspondence, compatibility check is failed

4. Else, SciVi server reconstructs MD5 hash by the application ontology
and compares it with the one received from reasoner
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1. Reasoner sends its operators' lookup table

(set of Pearson-hased signatures of operators)
and MDS5 hash

2. SciVi server searches operators with corresponding hashes
In the application ontology

3. If at least one operator has no correspondence, compatibility check is failed

4. Else, SciVi server reconstructs MD5 hash by the application ontology
and compares it with the one received from reasoner

5. If MD5 hashes do not match, compatibility check is failed
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Compatibility Check 12/15

1. Reasoner sends its operators' lookup table
(set of Pearson-hased signatures of operators)
and MDS5 hash

2. SciVi server searches operators with corresponding hashes
In the application ontology

3. If at least one operator has no correspondence, compatibility check is failed

4. Else, SciVi server reconstructs MD5 hash by the application ontology
and compares it with the one received from reasoner

5. If MD5 hashes do not match, compatibility check is failed

6. Else, compatibility check is passed
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Testing environment:

e SciVi server: MacBook Pro 2.3 GHz 8-Core Intel Core i9 CPU, 16 Gb RAM
e Application ontology: 328 nodes and 845 relationships

e —dge device: custom ESP8266-based controller for VR scene

Testing results:

e Semantic hash calculation time: 2.15 ms / operator (average)

e Firmware memory footprint: 16 bytes

® Device behavior updating time:

Development case: Changes of related Changes
: Changes of related ,
type of changes in No changes , operators’ parameters | of unrelated Average
operators’ structure :
ontology naming operators
Conventional 16 ms 30000 ms 30000 ms 30000 ms 22504 ms
versioning :
3 times fastern
semantic 16 ms 30000 ms 16 ms 16 ms (7512 ms )
haShmg S
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Result:

New level of ODEC maturity by mitigating the compatibility uncertainty
with semantic hashing:

1. Average performance boost: x3
2. Memory footprint: 16 bytes per firmware
3. Implementation available on GitHub: https://github.com/scivi-tools/

Future plan:

Further development of ODEC by creating an ontology-driven bus

for joining hardware components of edge devices on plug-and-play
principles
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